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Abstract: This paper examines how blockchain technology can
transform data management, particularly in addressing privacy
and security concerns. Blockchain's immutability, transparency,
and decentralisation make it a potentially valuable tool for
addressing the growing problems associated with data security and
integrity. However, the slow adoption of blockchain technology is
influenced by a complex interplay of developing privacy concerns,
legislative uncertainty, and technological subtleties. The current
study aims to identify key data privacy, protection, and security
challenges associated with blockchain adoption in various
domains, assess the adequacy of the current data privacy, safety,
and security laws to address these challenges, and propose
potential solutions and areas for further research to mitigate data
privacy, safety, and security risks in blockchain applications.
Additionally, the study has examined the adaptability and
dependability of the two main kinds of blockchain—public and
private—as well as the variations in their reach and visibility.
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I. INTRODUCTION

Amid the digital revolution, the rapid advancement of

technology is putting our world on the verge of revolutionary
transformation. Data is the precious currency at the centre of
this paradigm shift. When data powers economic engines,
drives direct decision-making, and intertwines the fabric of
our globalised communities, data security, privacy, and
protection have become critical issues. Current data
management paradigms need to be reevaluated in light of the
growing amount and importance of data in our daily lives [6]
[7]. In this context, blockchain technology shows great
promise as a decentralized [ 14], unchangeable ledger with the
potential to completely transform data management in a
variety of industries like Healthcare, Transportation, Supply
chain, Government Sectors etc. The intrinsic qualities of
blockchain, i.e. immutability, transparency, and
decentralization, make it a transformative tool that can
effectively tackle growing issues related to data security and
integrity [11].
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However, a methodical and cautious approach has been
taken along the way toward the broad adoption of blockchain
technology, impacted by a complex interplay of developing
privacy concerns, legislative uncertainty, and technological
subtleties [9]. Data plays a pivotal role in the digitization
process and influences the course of both economies and
societies. The smooth operation of financial systems, the
development of healthcare and governance, and the smooth
operation of industries demonstrates its ability to transform [3]
[4] [8]. However, the susceptibility of centralised data
repositories to security lapses, unauthorised entries, and
malicious attacks highlights the pressing need for alternatives
and secure solutions. Blockchain technology offers a
decentralized, impenetrable structure for data transport and
storage, which by design aims to address these problems
[1][2][11]. Blockchain's appeal stems from its capacity to
redefine trust in transactions and relationships, in addition to
its cryptographic foundations. Data cannot be changed or
tampered with once it has been recorded, thanks to
immutability, which promotes an integrity level that is
unmatched in conventional systems [10]. Accountability is
enhanced and participant confidence is nurtured when
transparency is promoted through the use of a shared and
distributed ledger. The core idea behind blockchain
technology is decentralisation, which eliminates the need for
intermediaries and enhances system security by reducing the
likelihood of single points of failure. [1][3][4]. Blockchain
versatility spans diverse industries and revolutionizes
operations in critical sectors. The supply chain ensures
unprecedented transparency and traceability, effectively
mitigating fraud and errors. Healthcare experience enhances
patient data security and interoperability through blockchain,
guaranteeing privacy and seamless data sharing. In finance,
technology streamlines transactions, reduces fraud, and
fosters transparency in banking systems. Blockchain has
contributed to improved governance by enhancing the
transparency and security of government records and
processes. Furthermore, in real estate, it facilitates transparent
and secure property transactions while maintaining robust
record-keeping practices. The transformative impact of
blockchain resonates across these domains, reshaping
traditional practices and bolstering security measures.
Notwithstanding these attractive attributes, the assimilation of
blockchain technology into conventional operations is
distinguished at a slow pace. Organisations have adopted a
cautious stance due to technological complexity, a lack of
established frameworks, and unclear regulations.
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Due to its decentralised structure, blockchain technology

poses challenges in balancing data protection regulations with
its transparent and immutable architecture. Privacy issues, in
particular, have emerged as significant roadblocks to the rapid
adoption of technology. The intricate balance between the
advantages of blockchain technology and the barriers to its
widespread adoption is made clear when taking data privacy
and security concerns into account [13]. Although blockchain
technology is decentralised and secure, integrating it with
existing legal and regulatory structures can be challenging.
The inherent and immutable nature of the technology creates
a complex environment that requires careful navigation and
raises concerns about compliance with data protection laws.
As aresult, businesses must choose between the revolutionary
potential of blockchain technology and the requirement to
ensure data security and privacy.
Contribution: To examine data privacy, protection, and
security issues that arise when blockchain technology is
implemented in various industries, the current study conducts
a thorough literature analysis. Its goals are to identify the main
obstacles, evaluate how well the existing legal systems meet
those needs, and suggest ways to reduce the risks associated
with blockchain applications. This study aims to address the
current research gaps and provide guidance to scholars,
decision-makers, and business partners on strategies for
increasing blockchain adoption in relevant domains. More
specifically, it clarifies the relationship between blockchain
adoption and regulatory frameworks, addresses key questions,
and offers guidance on this emerging subject. The goal of this
work is to facilitate the responsible and secure integration of
blockchain technology, thereby shaping the course of our
digital future, by carefully examining the complex web of
technology adoption.

A. Objective of the Study

1. Key data privacy, protection, and security challenges
associated with blockchain adoption in various domains are
identified and analyzed.

2. Assess the adequacy of the current data privacy,
protection, and security laws to address these challenges.

3. Propose potential solutions and areas for further
research to mitigate data privacy, protection, and security risks
in blockchain applications.

B. Research Questions:

RQI: What are the prominent data privacy, protection,
and security challenges impeding widespread blockchain
adoption?

RQ2: How do existing legal frameworks align with
blockchain's decentralized nature, and to what extent do they
address identified challenges?

RQ3: What potential solutions and future research
directions can be proposed to mitigate the risks in blockchain
applications?

II. REVIEW OF LITERATURE

The flexibility and dependability of blockchain technology
are ensured by its decentralisation, consensus mechanisms,
provenance, immutability, and finality, which guarantee its
adaptability and reliability. Because the blockchain is
decentralized, transactions are decided by participant
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consensus rather than by a single entity. Provenance
guarantees traceability, enhances security, and logs particular
data in each block. Immutability improves security by
preventing changes. The scope and visibility of the two
primary forms of blockchain — public and private — vary. A
widely distributed public blockchain preserves data integrity
and confidentiality but jeopardizes privacy[2]. Private and
consortium blockchains, on the other hand, are limited to
particular areas chosen by businesses, meaning that data
access is more tightly controlled. This distinction represents a
trade-off between consortium and private blockchains' limited
accessibility and public blockchains' openness [11]. With its
applications in healthcare, the Internet of Things (IoT),
finance, and smart cities, this technology fosters openness and
confidence among stakeholders. Due to its special qualities,
blockchain is positioned as a transparent and safe solution in
a variety of industries [11] [15]. The consideration of social
influence, cost, trust, and security suggests a holistic
perspective on blockchain adoption. The technological
elements, obstacles, and facilitators of implementing
blockchain technology in supply chain management [1]. The
application of blockchain technology in guaranteeing food
safety, quality, and intellectual property protection is
highlighted by highlighting its features, which include
traceability, immutability, and security. Processes are
automated using smart contracts [16], increasing productivity
and privacy. However, the challenges include scalability [23],
latency concerns, and lack of interoperability. While
blockchain  provides enhanced cybersecurity [18],
vulnerabilities such as 51% attacks and data breaches persist.
Immutability has become a double-edged sword, as it prevents
data removal, posing challenges for data quality and
regulatory compliance. Cybersecurity risks and issues related
to data quality and privacy regulations further complicate
blockchain adoption [3] [17]. The adoption of blockchain by
the government faces significant challenges. Government
employees often lack the necessary skills, clear regulations are
usually missing, and awareness is limited. Other hurdles
include resistance to change, resource constraints, and security
concerns [5]. Blockchain adoption for healthcare waste
management faces significant challenges. Incompatible
systems and data formats, security concerns, unclear
regulations, high costs, and a lack of awareness hinder their
use. Developers must address these technological and
regulatory challenges to bring blockchain's potential to
healthcare waste management [4].

Integrating blockchain with the Internet of Things (IoT)
offers benefits in terms of security, transparency, and
automation, but it also presents challenges. Smart contracts
and blockchain networks lack complete security, thereby
causing vulnerabilities. High data volumes and transaction-
overload systems hinder scalability. Data storage and access
raise privacy concerns. Finally, different platforms lack
standardization and interoperability, creating incompatibility
barriers. Addressing these challenges is crucial for successful
blockchain-IoT integration [6] [12].

Examining the implementation and adoption challenges
across diverse domains reveals that
issues related to data privacy,
security, and  cybersecurity
threats stemming from the open-
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source nature of blockchains consistently emerge as
prominent barriers.

The inherent characteristics of blockchain, such as its
openness, present significant obstacles to ensuring robust data
protection and safeguarding against cybersecurity risks,
posing considerable challenges to its widespread adoption.

GDPR regulations play a crucial role in safeguarding user
data by providing guidelines for the transparent and fair use of
personal data. Personal data, encompassing identifiable
information such as names, phone numbers, and IP addresses,
falls under the jurisdiction of the General Data Protection
Regulation (GDPR). Compliance with the GDPR is essential
for digital services, as providers assume the roles of
controllers, collectors, and processors. Responsibilities
included swift data transfer, obtaining permission for data
processing, and ensuring a holistic understanding of third-
party data management. GDPR compliance for digital services
necessitates adherence to principles such as data
minimization, fairness, accuracy, transparency, and
confidentiality [11]. The identified research gap in the
literature pertains to the insufficient exploration of the clash
between blockchain's characteristics—emphasising
transparency and immutability—and existing legal standards,
particularly exemplified by the General Data Protection
Regulation (GDPR) (Table 1: GDPR vs. Blockchain). While
there is recognition of the conflict in priorities between
blockchain's focus on data transparency and immutability, and
GDPR's emphasis on individual data rights and control, the
specific implications, challenges, and potential solutions at the
intersection of these two frameworks remain inadequately
addressed. There is a need for further research that delves
deeper into understanding, resolving, or mitigating the
conflicts arising from this misalignment to facilitate the
effective coexistence of blockchain technology and legal
standards.

Table 1: GDPR vs. Blockchain
GDPR vs. Blockchain
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regulation with | A rapidly evolving
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Evolution and | interpretations and | diverse use cases and
Adaptability updates to address | ongoing development
evolving of privacy- enhancing
technologies and | features and protocols.
privacy concerns.

III. METHODOLOGY

A. Literature Selection

This study reviewed earlier studies on blockchain adoption
using a systematic review methodology. This approach
provides a comprehensive synthesis of the subject under
study, identifying relevant resources on the topic. The current
investigation complied with other pertinent systematic
reviews and Kitchenham and Charters' guidelines for
systematic reviews [21]. The ensuing subsections provide a
detailed description of each stage involved in the review
process.

Establishing a suitable search protocol is one of the most
effective ways to identify relevant publications. The
fundamental elements for an exploration strategy are
keywords. Typically, research questions lead to the creation of
keywords. Additionally, some of the technical term
replacements were employed. Both "AND" and "OR"
Boolean operators were employed.

Keywords: Blockchain, Adoption, Challenges, Privacy,
Cyber Security, Data Privacy, [oT (Internet of Things), Supply
Chain Management, Healthcare, Government Data Protection
Regulation

Abstracts, keywords, and titles were searched. The search
results were extracted on December 10, 2023.

The databases searched were IEEE and Scopus. Scopus is
a reputable database that indexes top-notch research articles.
This is a globally renowned database used as a standard by
scholars worldwide. To broaden the search, we also ran a
search on the IEEE Xplore Digital Library. The inclusions as
well as the exclusion criteria, which are covered in greater
detail in the following sections, were used to filter the findings
after the extraction procedure.

We conducted a search using the selected terms we had
chosen. Once the search results were identified, we applied
several filters and criteria to exclude articles that were not as
relevant. To correctly answer the research questions, a final
list of publications was created and examined.
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Inclusion Criteria

. Possibly released after 2015.

. It has to be written in English.

. Digital databases contain the entire text.

. A journal, magazine, or conference proceeding must
publish the article.

. Including a theoretical foundation for blockchain
evaluation.

. Need to monitor the adoption, recognition, or long-term
use of blockchain technology.

Exclusion Criteria

. Studies not in English.

. Research on blockchain without a theoretical foundation.

. Research that uses a theoretical model devoid of
blockchain.

. Article duplication.

. Reviews of articles and books.

. Articles that don't include subjects about compliance,
Discourse on blockchain and GDPR.

In addition, a modified version of the nine-criteria
checklist from Alqudah et al. [24] and Al-Emran et al. [23]
was employed to assess the calibre of the thirty research
papers (n = 30) that were retained for further examination.

e  Was the purpose of the study achieved?
Is it true that change was taken into account in this study?
Is the study's discipline and substance well defined?
Is the content sufficiently specialised? How is data
collected? Are the indicators' validity and dependability
described clearly?
Is the explanation of the statistical techniques utilised to
examine the data adequate?
Are these findings documented in more detail?
Did this research improve your understanding or
knowledge?
With the use of the above-specified search techniques, 527
objects were found. Eighty-two of them were duplicates;
therefore, we removed them from the analysis. As a result, 445
studies were completed. For each survey, the acceptance
criteria were applied.

Therefore, thirty articles that met these criteria were
retained for the study. “Private Reference Material for
Systematic Reviews and Meta-analyses (PRISMA)” was used
during the search and curation process [22]. Figure 1 shows
the flowchart of PRISMA.

Identification of studies via databases and registers ]

Records identified from* Records removed before
Identification Scopus (n= 209} screening:
IEEE (n=318) Duplicate records remoyed...
{n=82)
Screening Records after duplicates
removed
(n=445.)
Eligibility Reports sought for retrieval Reports not retrieved
(n=445) (n=114)
Reports for eligibility Full-text papers excludes for not
—311) meeting inclusion criteria
(n=301
Included Studies included in review
(n=30)

Figure 1: Research Methodology
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B. Steps of Research

Each step addresses the question, and answering it will
help you gain a better understanding of the problem. This step
was created after a comprehensive review of existing data on
the blockchain campaign for adoption. We analyse the
researcher's design process as involving two main stages:
identification and classification. The researchers first describe
the benefits of blockchain and then outline its challenges,
focusing on specific challenges in areas such as government,
healthcare, supply chain, and the Internet of Things. In the
event of a conflict analysis, any violation of the data privacy
policy is examined. Problem-solving strategies and future
research directions are presented, and conclusions are drawn
that suggest areas for further research. Our study modelled this
by breaking it down into five phases: analysis, classification,
conflict analysis, available solutions, and conclusion. Each
phase is based on a specific research question and aims to
solve various challenges affecting blockchain
implementation.

1. Identification: Challenges in Blockchain Adoption:

*  What are the specific challenges faced in the government
sector when adopting blockchain technology?

*  What challenges does the healthcare industry encounter in
integrating blockchain solutions?

* What are the hurdles in implementing blockchain in
supply chain management?

*  What challenges arise when applying blockchain in IoT?

2. Separation: Security and Privacy Concerns:

* What are the primary security concerns associated with
implementing blockchain in government processes?

* How do security and privacy concerns manifest in
healthcare blockchain applications?

* What specific privacy issues arise when deploying
blockchain in supply chain operations?

*  What security issues arise frequently when blockchain
technology is used in Internet of Things applications?

3. Conflict identification: FElements of Blockchain
Contradicting Data Privacy and Security Requirements:

*  Which elements of blockchain technology may conflict
with legal and regulatory data privacy requirements in
government applications?

* How does blockchain architecture contradict healthcare
data privacy and security regulations?

*  What aspects of blockchain technology pose challenges in
meeting data privacy requirements in supply chain
management?

* In what ways do IoT blockchain implementations
contradict data security and privacy standards?

4. Existing Solutions: Means to Enhance Blockchain

Adoption:

* What strategies can be employed to overcome
government-related challenges and enhance blockchain
adoption?

* How can healthcare institutions allay worries about
privacy and security while encouraging the use of
blockchain technology?

*  What approaches, keeping in
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mind the existing roadblocks, can improve the application
of blockchain technology in supply chain management?

* Given the security and privacy concerns, what strategies
may be used to support the adoption of blockchain in the
Internet of Things?

5. Conclusion: Areas of Research and Development for
Increased Blockchain Adoption:

*  What are the current gaps in research regarding blockchain
adoption in government, and how can they be addressed?

*  What specific areas in healthcare require further research
to facilitate secure blockchain adoption?

* In supply chain management, what aspects need more
attention in terms of blockchain technology adoption?

* What innovative solutions can be developed for secure
blockchain adoption in IoT applications?

C. Mapping Overarching Research Questions to
Research

Each of the five steps focused on data security and privacy
challenges in blockchain adoption across Government, Health
Care, Supply Chain, and IoT domains is mapped to the
research question in Figure 2 and Figure 3
Research Question 1: What are the prominent data privacy,
protection, and security challenges impeding widespread
blockchain adoption?

e Separation: Security and Privacy Concerns in
Blockchain Adoption in Government, Health Care,
Supply Chain, and IoT domains

This directly addresses the security and privacy challenges in

different domains.

e Conflict identification: What are the elements of
blockchain and its working that contradict data privacy
and security requirements set by legal and regulatory
bodies?

This aligns with the identification of elements in blockchain

that may conflict with legal and regulatory requirements.

Research Question 2: How do existing legal frameworks

align with blockchain's decentralized nature, and to what

extent do they address identified challenges?

o Identification: What are the challenges in Blockchain in
Government, Health Care, Supply Chain, and IoT
domains

This indirectly contributes to understanding the challenges in

various domains, particularly in light of legal frameworks.

e Conflict identification: What are the elements of
blockchain and its working which contradict data
privacy and security requirements set by legal and
regulatory bodies?

This aligns with RQ2 by exploring how legal frameworks

interact with the elements of blockchain and identifying

contradictions.

e Existing Solutions: What are the existing means which
can enhance and increase the blockchain adoption rate?

This explores means and strategies to enhance blockchain

adoption, including legal considerations.

Research Question 3: What potential solutions and future

research directions can be proposed to mitigate risks in

blockchain applications?

e  Conclusion: What are the potential areas of research and
development, and blockchain working frameworks
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where changes can be brought in to increase the rate of
blockchain adoption
This is aligned with identifying potential areas of research and
development to address challenges and enhance adoption.

e Identification: What are the challenges in Blockchain in
Government, Health Care, Supply Chain, and IoT
domains?

This aligns with RQ3 by emphasizing challenges that can be
addressed through potential solutions.

e  Existing Solutions: What are the existing means which
can enhance and increase the blockchain adoption rate?

This aligns with RQ3 by focusing on existing means and
solutions to enhance blockchain adoption.

Separation

o*e—

Conclusion

Figure 2: Methodology Steps

Conflict Existing —

Research Qnenlon 2
How do existing legal
frameworks align with
blockchain's
decentralized nature, and
to what extent do they
address identified
challenges?

Research Question 3:
What potential solutions
and future research
directions can be
proposed to mitigate risks
in blockchain
applications?

Research Question 1:
What are the prominent
data privacy, protection,
and security challenges
impeding widespread
blockchain adoption?

Figure 3: Mapping Overarching Research Questions to
the Research Process

Iv. ANALYSIS
A. External Factors Influencing the Blockchain
Technology Adoption

A review of the collected literature reveals the primary
external variables influencing the adoption of blockchain
technology. Trust was shown to be the most crucial factor,
followed by perceived cost and social impact. Performance
expectations, effort expectations, and information security
closely follow facilitating conditions. Security and privacy
concerns, high energy and investment costs, organizational
barriers, and technical challenges are also mentioned [1].
Notably, political restrictions have received little attention,
indicating a potential avenue for future research [11].

Economic Influence on Adoption: Economic factors
significantly shape the adoption of blockchain technology.
High implementation and maintenance costs stand out as
significant barriers, particularly for small and medium
enterprises.

Paradoxically, the potential for
cost reduction by eliminating
intermediaries and enhancing
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efficiency has acted as an enabler. Uncertainties regarding
return on investment and adoption advantages were presented
by the dual nature of expenses, which included both enablers
and obstacles. Competition has become a powerful facilitator.

Sociocultural Dynamics: Sociocultural factors revealed
intricate challenges and paradoxes in blockchain adoption.
Trust creation through transparency faced resistance as
companies struggled to handle sensitive information.
Organisational culture, resistance to change, and a lack of
knowledge emerged as barriers. In contrast, external
stakeholder resistance, cultural differences, and the absence of
real-world use cases further complicated the landscape. The
hesitancy to experiment with blockchain, exacerbated by a
lack of working cases, formed a self-reinforcing cycle.

Technological Hurdles and Opportunities: The
technological aspects of blockchain were central to
discussions, with traceability, immutability, and security
being key enablers of its potential. Smart contracts were hailed
to automate processes, reduce settlement times, and enhance
privacy [16]. However, scalability, interoperability, and
compatibility are recurrent barriers. Cybersecurity risks,
including vulnerability to hacking and potential threats from
quantum computing, pose additional hurdles [18]. The
immutability of blockchain data has emerged as both an
advantage and a barrier, complicating error correction and
compliance with data protection regulations.

Legal and Regulatory Landscape: Blockchain
transparency and immutability have been recognised for their
potential in enhancing audit ability and contract enforcement.
However, the absence of comprehensive legislation and
regulations poses a barrier, leading to case-specific
implementation. The global nature of blockchain networks has
raised jurisdictional challenges and compliance risk.

Environmental Considerations: The ecological impact
of blockchain showcases a dual nature. On the one hand, the
digital nature of the technology reduced paperwork and
facilitated the measurement of carbon footprints. However, its
high energy consumption, particularly in proof-of-work
consensus algorithms, has raised environmental concerns.
This discussion highlights the importance of carefully
evaluating the overall benefits of increased power usage.
Customer perceptions of blockchain’s ecological impact were
deemed significant, suggesting the importance of effective
communication strategies to address these concerns.

Awareness and Education Challenges: A lack of
awareness has emerged as a significant challenge to
blockchain adoption. Perceived awareness has been identified
as a key influencer of citizens' willingness to adopt new
technologies. The relative novelty of Blockchain technology
contributed to a widespread lack of awareness, underscoring
the importance of education and communication in fostering
adoption.

B. Existing Challenges in Blockchain Adoption

The adoption of blockchain technology faces several
challenges, including scalability, interoperability, regulatory
compliance, complexity, and security. Integrating multiple
platforms is difficult, while scalability and transaction speed
limit large-scale implementation. Uncertainty management
lags behind technological development. Blockchain's
complexity and lack of governance hinder its adoption, while
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security concerns undermine trust. Addressing these issues
requires collaboration among stakeholders, policymakers, and
researchers to design and manage the adoption process
effectively. These are challenges specific to government,
healthcare, supply chain and IoT.

IoT.Domain: Various obstacles prevent the mainstream
implementation of blockchain technology within the Internet
of Things. One of the primary challenges is the lack of Internet
of Things (IoT) devices. IoT devices are not a good fit for
highly computational and time-consuming blockchain
technologies, such as hash functions, cryptographic
algorithms, consensus algorithms, and smart contracts in their
pure form [25]. IoT devices generate a significant amount of
data, which in turn raises the need for storage. Currently, the
size of blockchain hashes is comparatively high for these
devices. To overcome these resource constraints, researchers
have suggested modifications and enhancements to the
blockchain mechanism. Examples of these include the
creation of blockchains tailored explicitly for the Internet of
Things infrastructure and the virtualisation concept. A further
major obstacle to blockchain adoption in the Internet of
Things is security. Current cryptographic functions are
considered too significant and unsuitable for blockchains in
the Internet of Things (IoT), such as RSA-based public key
encryption and elliptic curve cryptography. Additional
obstacles are presented by issues pertaining to data
confidentiality, availability, and integrity. Because it's thought
that criminal entities are using blockchain to their advantage
for financial gain, its reliability is called into question [25].
Furthermore, the absence of firmware and configuration
update procedures makes IoT devices more vulnerable to
hacking and creates security flaws. Scalability is, therefore, a
crucial concern.  Although blockchains' distributed
architecture offers security advantages, their implementation
must be done carefully to prevent scalability issues. IoT node
storage is strained when a blockchain grows in size because of
the corresponding increase in blockchain hash size. Semantic
blockchains and scalable architectures for access control are
among the suggested remedies, and utilising edge, cloud, or
fog computing nodes is recommended to alleviate the strain
on [oT devices and maintain a hybrid distributed architecture
[25]. Concerns about privacy and anonymity occur when
public keys or hashes are used in BIoT as identifiers.
Applications such as competent healthcare, where users may
not wish to reveal their identities or maintain data privacy,
make anonymity essential. To address this issue, proposals for
global privacy standards have been presented, suggesting the
use of private blockchains to restrict user access to specific
domains [25]. Smart contracts, consensus algorithms, and
legal concerns exacerbate these difficulties. The
implementation of consensus algorithms has become
increasingly challenging due to the limited computational,
storage, memory, and bandwidth resources of IoT devices.
Despite the advantages of smart contracts, there is still a need
for low-cost BIoT deployment. Legal issues have arisen in
various applications, such as asset tracking and supply chains,
due to regulatory concerns, including the lack of standards for
blockchain technology.
Implementation of blockchain in
IoT is further complicated by
many issues such as device
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heterogeneity in IoT, interaction between processes and
models, throughput and latency, integration of Bio T, reliable
firmware updates of IoT, and vulnerabilities in blockchain
algorithms [25].

Healthcare Sectors: Blockchain adoption in healthcare
faces many challenges that must be resolved for success.
Limitations on Scalability: Scalability presents a significant
difficulty. The trade-off between the amount of medical
transactions and the available computational power may
constrain the scalability of blockchain healthcare systems. The
blockchain network has to be able to manage the increased
volume of transactions effectively. High Development Costs:
Implementing blockchain-based healthcare solutions may
incur significant development and operating costs.
Differentiating the development, operating, and deployment
expenses for each stakeholder is crucial. For broad adoption,
reducing total costs and maximising the use of available
resources are essential.  Standardisation Challenges:
Standardisation bodies must create acceptable standards to
ensure the successful adoption of standards in healthcare
applications. This entails defining data formats, resolving
interoperability concerns, and deciding which medical data
can be kept on or off the blockchain.

Cultural Resistance: Current healthcare processes often
rely on traditional methods or online services, such as
Electronic Health Records (EHRs) and Electronic Medical
Records (EMRs). Shifting towards decentralized blockchain-
based data sharing requires overcoming cultural resistance.
People are accustomed to centralised systems, and changing
this behaviour involves education and awareness.

Regulatory Uncertainty: Regulatory organisations face
challenges in formulating policies that consider the
cooperation of various stakeholders within the existing
regulatory framework. HIPAA and other privacy regulations
must be modified to accommodate the unique applications of
blockchain technology, particularly in the healthcare sector.

Privacy and Security Issues: Although blockchain has
certain built-in security protections, concerns persist regarding
data sharing and access. It is essential to guarantee that data
sharing complies with privacy regulations and that authorized
institutions can access data securely.

Reluctance to Share: Certain stakeholders, such as
healthcare facilities and insurance providers, may be reluctant
to exchange data with other organisations readily.
Establishing trust across stakeholders is essential to creating a
cooperative atmosphere where sharing data improves
healthcare systems.

Government Sectors: The government's adoption of
blockchain technology faces a multitude of challenges across
three key dimensions: technological, organisational, and
environmental. Technological challenges centre on security
and interoperability concerns. The open-source nature of
many blockchain platforms raises concerns about
manipulation and unauthorised data access. Integrating
blockchain with existing legacy systems also presents
difficulties, requiring careful data mapping and quality
assurance. Additionally, the scalability of some blockchain
platforms and the high transaction costs associated with them
can deter government adoption. Opposition to change inside
government agencies is the root cause of organizational
difficulties. A lack of top management buy-in and support,
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coupled with inadequate skills and training among civil
servants, can significantly hinder progress. Outdated policies,
weak infrastructure, and insufficient funding exacerbate these
issues further. Additionally, complexities in IT governance,
rigid organizational structures, and ethical concerns
surrounding blockchain technology can act as roadblocks to
adoption. Environmental challenges relate to the uncertain
legal and regulatory landscape surrounding blockchain. The
lack of comprehensive laws and standards governing
blockchain use creates confusion and hinders the widespread
adoption of this technology. Limited participation from other
government departments and external stakeholders, as well as
insufficient national and geographical infrastructure, can also
pose significant challenges. Additionally, a lack of expertise
in blockchain development and citizen privacy concerns can
deter governments from embracing this technology [19].

Table 2: Challenges to Blockchain adoption using the

TOE model
Challenges to Blockchain Adoption using the TOE Model
Tec'hnolo'glcal Org? mzat'lonal Environmental Barriers
Dimension Dimension

Resistance to

Integration and change within the

interoperability Limited participation

Cost implications

constraints

organization
Lack of top
. management Government/jurisdiction
Privacy of data .
support or policies or support
involvement
Ensuri t Insufficient .
nsuring data nsutticien Inadequate spatial and
quality and capability of . .
. . national infrastructure
integrity human resources
. Insufficient knowl fi
Perceived Inadequate nsu Slllmeﬁ ersn(())rw :i(\i/%ife rom
scalability of the organizational PPIICTS Of b
. organizations
system infrastructure .
outside forces
Financial

Outside forces

The immutability

Issues related to

Concerns about trust based

existing systems

innovativeness

of BCT IT governance on institutional elements
Limited
Complexity of the organizational Technological development
technology knowledge or in the industry
understanding
Distrust of Orgam;atlonal Inter-organizational
capacity and LS L
technology A communication/coordination
capabilities
. Availability of ..
System Maturity training facilitics Competitive pressures
Perceived
Transparency of . .
. implementation
operations .
risks
Decentralization Structural aspects
of control of the organization
S Lack of
Compatibility with ack o
organizational

Perceived speed of
transactions

Allocation of
substantial
resources

Maintaining data
confidentiality

Ethical concerns
or considerations

Design Issues: Governments face challenges in designing

26 & Sciences Publication (BEIESP)

blockchain systems and deciding whether they should be
public, private, or hybrid. This choice affects transparency and
performance, and the complexity of these design decisions can
lead to performance issues.

Process..Change Cost: Implementing blockchain systems
necessitates modifications to rules
and business procedures, which
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in turn impact the costs of technical support, auditing, and
training. Even while it might not be a top financial concern for
governments, resource-constrained governments may find this
to be a significant challenge [5].

Low Throughput Rate: Compared to traditional databases,
blockchain systems frequently process fewer transactions per
second due to their limited throughput rate. This restriction
may have an impact on the quality of the user experience and
present a problem for governments seeking to deliver effective
services [5].

Scalability: Scalability is a significant challenge in
blockchain adoption, particularly in terms of storage capacity
and network resources. As the number of transactions
increases, scalability issues may arise, especially in public
blockchains that are accessible to millions of users.

Security: Although blockchain technology is generally
considered secure, it still poses security risks, such as the
possibility of a 51% attack, where malicious parties control
the majority of the blockchain's hash rate. Critical security
issues may prevent the government from using blockchain
technology [5].

Building Capacity: The government's inability to hire
enough skilled personnel hinders its ability to implement
innovative technologies, such as blockchain. To guarantee that
blockchain  systems are implemented successfully,
governments need to solve capacity challenges [5].

Technical Skills: There is a scarcity of developers with the
requisite experience since demand for technical skills in
blockchain technology has outpaced supply. This lack of
technical capabilities may hinder the early adoption of
blockchain technology [5].

Opposition to Change: Users must embrace new
technology, such as blockchain. Resistance to change,
especially concerns about job losses, can make it more
difficult for blockchain technology to be successfully used in
government [5].

Collaboration among Government Agencies: Effective
collaboration among government agencies is crucial for
implementing blockchain. But as government organizations
sometimes operate in silos, problems with data exchange, such
as interoperability with blockchain systems, can be pretty
problematic [5].

Supply Chain Management: One of the primary challenges
to implementing supply chain management using blockchain
technology is ensuring user privacy and data security. Due to
the distributed nature and transparency of blockchain,
concerns have arisen regarding the protection of user privacy
and sensitive information.

Problems with Scalability: Complex supply chain
networks encounter challenges in managing high volumes of
transactions and information due to the scalability limitations
of blockchain technology. This restriction may make it more
challenging to use blockchain technology in large, networked
supply chain systems.

Integration Complexity: Integrating blockchain into
existing supply chain processes and IT infrastructures,
especially for small and medium-sized enterprises, presents a
technical challenge. Overcoming this complexity is essential
for seamless adoption and integration without disrupting the
current operations.

Linkage between Physical and Digital Records: Establishing
a robust linkage between physical products and their
corresponding digital records is crucial, particularly in food
industries, where traceability is vital. The implementation of
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technologies such as paired RFID tags is necessary to close
the distance between the digital and tangible facets of the
supply chain.

Reluctance due to cryptocurrency associations, The
negative reputation associated with cryptocurrencies, which
share blockchain technology, contributes to reluctance among
industry and finance stakeholders to adopt blockchain.
Overcoming this perception challenge is crucial for the wider
acceptance and understanding of the potential benefits of
blockchain.

Educational and Training Gaps: The lack of educational
and training platforms for non-technical experts hinders their
understanding and adoption of blockchain. Bridging the gap is
essential for empowering stakeholders with the knowledge
needed to leverage blockchain technology effectively.

Lack of Standardisation: The absence of standardisation
in traceability, certification processes, and quality
requirements in the digital realm poses a significant barrier.
Standardization is vital for ensuring interoperability and is a
common framework for implementing blockchain across
diverse supply chain scenarios.

Regulatory and Policy Challenges: The lack of clear
regulations and policies surrounding blockchain adoption in
supply chain management creates uncertainty and slows
industry-wide acceptance. Addressing regulatory gaps is
essential for providing a conducive environment for
blockchain integration.

C. Existing Security Posture
Security Laws

concerning Existing

GDPR Articles: Concerns for Blockchain Integration?
[11]
a. Data Modification and Deletion (Article 16, 17 & 18)

A recurring challenge in previous studies involves the
conflict between Article 17 of the GDPR (“right to be
forgotten”) and the immutability of blockchain technology.
This inconsistency led to the search for three possible
solutions. In tombstone management, when the original data
is saved outside the blockchain and the hash structure is stored
within, the primary procedure involves storing data by
severing the connection between the data and the information
in the chain. Another solution consists of determining the
consensus for removing blocks from the chain and allowing
the removal to be confirmed. Finally, leveraging smart
contracts provides a dynamic solution to modify or delete data
based on predefined conditions and user consent, thus aligning
GDPR requirements with blockchain technology [11].

b. Duty Of Processors and Controllers (Article 24, 26, and
28)

Article 4 of the GDPR introduces the concepts of
pseudonymisation, controllers, and processors, as well as
personal data, while Articles 24 and 28 outline the roles of data
controllers and the relevant procedures. However, verifying
compliance on the blockchain is difficult due to its distributed
nature, where there is no central authority to monitor all nodes.
Early research suggests several strategies to address this
problem, including direct contact with participants,
collaboration with service providers and miners, engaging
leaders to facilitate transactions, exploring shared controllers
for blockchains, and encouraging
developers to manage smart
contracts, all of which comply

Published By:

Blue Eyes Intelligence Engineering
& Sciences Publication (BEIESP)
© Copyright: All rights reserved.

Exploring Innovation


https://doi.org/10.35940/ijmh.G1696.10070324
http://www.ijmh.org/

OPEN aACCESS

with GDPR. In a decentralized blockchain ecosystem [11].
¢. Design-Based Protection and Privacy (Article 25)

Several studies have examined the privacy and anti-
competitive aspects of blockchain technology, demonstrating
that blockchain services meet the requirements of Article 25
of the General Data Protection Regulation (GDPR). By
default, blockchain ensures data integrity, confidentiality, and
immutability, preventing unauthorized access, alteration, or
destruction of data. The use of cryptographic hashing
algorithms further enhances data transfer on the blockchain,
increasing its compliance with GDPR standards. These
findings therefore demonstrate that blockchain technology
offers a framework that aligns with GDPR principles and
provides a robust foundation for securing data and protecting
privacy. [11].

d. Management of Consent (Article 7)

Article 7 of the GDPR introduces the need for consent
management; however, in the decentralised environment of
blockchain, determining who is responsible for processing
data, as perceived by the user, still presents a problem. Storage
users have the option to withdraw their consent or agree to the
processing and storage of data, and the processing of data is
subject to the user's consent. However, the absence of stable
controllers or processes in a network of blockchains affects the
control of users' rights in data processing. The use of smart
contracts as a solution, claiming that legal authorizations can
be stored on the blockchain and incorporated into smart
contracts, providing proof-of-concept, Information processing
agreements between users and controllers [11].

e. Principles Of Data Processing and Legality (Article 5, 6
and 12)

Articles 5 and 6 of the GDPR focus on protecting the
integrity, confidentiality, and transparency of personal data, as
well as the minimum requirements for data processing. In a
blockchain context, information is distributed among network
nodes, with each block linked together by a cryptographic
hash. The chain remains unchanged as long as the security
remains intact. However, the GDPR proposes a reduction in
data processing to emphasise the importance of collecting only
necessary personal data and limiting the scope. This shows a
tension between blockchain data and the reduction of GDPR
data, leading to further exploration of the process for
improving these regulations [11].

f. Scope Of Territorial (Article 3)

Article 3 of the GDPR addresses the protection of user data
processed and stored outside the EU, which can pose
difficulties for public blockchains due to their international
nature. When nodes are concentrated in a single location, the
distinction between private and public blockchains becomes
clear, influencing the strategy to be followed. To address these
issues, private and government blockchains are recommended
to comply with GDPR, including data transfer restrictions, and
use appropriate security measures when processing and
exchanging information on the site. This emphasises how
crucial it is to take into account the special characteristics of
blockchain architecture when creating plans to abide by
international data protection regulations like GDPR [11].

1. IoT Domain:
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The current state of security rules and regulations has a
significant impact on the security posture employed in
integrating blockchain and IoT. Global security regulations
vary, and their applicability to blockchain and IoT technology
is constantly evolving. Among the crucial factors are:

Data Protection Regulations: Security laws, such as the
GDPR in the EU, impose stringent requirements for protecting
personal data. In the context of BloT, where sensitive
information is often involved, compliance with data protection
regulations is crucial. Blockchain's transparency and
immutability features need to align with the principles of data
protection laws.

Cybersecurity Standards: Compliance with existing
cybersecurity standards is essential for ensuring the secure
implementation of blockchain in IoT. Adherence to industry-
specific cybersecurity frameworks and guidelines enables
organisations to mitigate risks and enhance their security
posture.

Identity and Access Management (IAM): Security laws
often emphasize the need for robust identity and access
management. In the BloT context, where public keys or
hashes are used for identification, IAM solutions must align
with regulatory requirements to ensure secure and authorized
access to IoT devices and data.

Incident Response and Reporting: Security laws typically
mandate incident response and reporting mechanisms. In the
event of a security breach or data compromise in BloT,
organisations must have robust processes in place to promptly
detect, respond to, and report incidents, thereby complying
with legal requirements.

Example 1:

Significant obstacles are found in current Blockchain-
based Federated Learning (BCFL) systems designed for the
Consumer Internet of Things (CIoT), according to the analysis
reported in the article "An Optimised and Scalable
Blockchain-Based Distributed Learning Platform for
Consumer [oT". Notably, blockchain's intrinsic difficulties in
handling high transaction volumes and ledger growth give rise
to scalability problems. In CIoT contexts, it is also stressed
how important it is to protect user privacy while enabling data
aggregation for model training [27].

Proposed Resolution: The Gateway Peer (GWP), a crucial
component of the suggested solution, is introduced into the
blockchain network to address these issues. By selectively
reducing local transactions, the GWP improves scalability by
optimizing the ledger. Furthermore, a key component in
protecting user data privacy throughout the machine learning
process is the integration of sophisticated normalisation
algorithms and differential privacy mechanisms.

Architecture and Technological Framework:

The architectural framework outlines the functions of various
elements within the Internet of Things ecosystem.

. Internet of Things Devices: Take part in local model

training and data collection.

. Edge Servers: Conduct local model creation and
basic data processing. Gateway Peer (GWP):
Reduces transaction burden, interfaces with the
blockchain, and aggregates
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local model changes, serving as a key component.

. Blockchain Platform: Acts as a haven for transaction
records, model changes, and access control
restrictions.

*  Federated Learning Framework: Manages the
coordination of operations between the GWP and
edge servers during the training process.

. Differential privacy and advanced normalization are
essential for safe model training and privacy-
preserving  data  aggregation.  Architectural
Execution:

The architectural execution unfolds in a series of stages:

. Data Collection: Relevant data is locally gathered by
CloT devices.

. Preprocessing: The first processing and feature
extraction are carried out by edge servers.

. Local Model Training: Using the data it has
processed, each edge server individually trains a
local model.

. Model Updates: Local models are sent to the GWP
after being encrypted and differentially private.

. GWP Aggregation: Before sending encrypted
changes to the blockchain, the GWP aggregates them
using sophisticated normalization.

. Blockchain Storage: Provides safekeeping of model
changes and blockchain-based access control
guidelines.

. Global Model Update: The federated learning
framework combines all blockchain updates to create
a unified global model.

. Model Distribution: The updated model is securely
sent to edge servers for deployment.

. Inference: For local tasks and insights, devices utilise
the deployed model.

This comprehensive framework effectively addresses
scalability and privacy concerns, thereby facilitating efficient
and secure distributed learning within CloT ecosystems.

Example 2:

The paper entitled "A Secured Framework for Blockchain
Technology Adoption in IoT," authored by Maruthi et al.,
identifies substantial security challenges posed by the
dynamic and distributed nature of IoT. Conventional security
solutions encounter limitations in addressing issues related to
data integrity, access control, and privacy concerns within this
intricate IoT landscape [28].

. Potential of Blockchain: Recognising the
inadequacies of traditional approaches, the study
highlights the potential of BCT as a robust solution
for enhancing security in IoT ecosystems. The
inherent features of distributed ledgers, including
immutability and transparency within blockchain,
offer promising avenues to address the multifaceted
security challenges inherent in IoT environments.

. Proposed Secure Framework: The paper advocates a
meticulously  structured three-phased secure
framework designed for the seamless integration of
blockchain technology into IoT scenarios. This
framework encompasses distinct phases, namely
registration, transaction, and consensus, each tailored
to address specific security aspects.

Retrieval Number: 100.1/ijmh.G169610070324
DOI: 10.35940/ijmh.G1696.10070324
Journal Website: www.ijmh.org

29

Utilisation of Cryptographic Techniques: To
enhance security, the proposed framework employs
a range of cryptographic techniques, including
digital signatures, secure hashing, and encryption.
These techniques collectively ensure data integrity,
confidentiality, and authentication, thereby
contributing to a robust security foundation for IoT
environments that adopt blockchain technology.

Smart Contracts Integration: A pivotal element of the
proposed framework involves the incorporation of
programmable smart contracts. These intelligent,
self-executing contracts automate specific actions
and enforce access control policies, fostering secure
and transparent interactions within the IoT network.

Architectural and Technological Framework:

IoT Devices: Actively collect and communicate data
within the network.

Blockchain Platform: Functions as a distributed
ledger, securely and immutably storing data and
transaction logs.

Consensus Mechanism: Implements consensus
algorithms such as Proof-of-Work or Proof-of-Stake,
ensuring unanimous agreement among participants
on the validity of transactions within the blockchain.
Cryptographic  Modules: Provide a secure
communication infrastructure, implement data
encryption, and enable the use of digital signatures.
Smart Contract Platform: Executes predefined rules
and agreements encoded within smart contracts.

Architectural Execution:

Registration Phase: Involves the registration of
devices and participants on the blockchain using
digital signatures. Simultaneously, access control
policies and smart contracts are deployed.
Transaction Phase: Encompasses the initiation of
secure transactions by IoT devices through encrypted
communication channels. The veracity and validity
of data and transaction details are rigorously verified
before incorporation into the blockchain. Smart
contracts facilitate access control enforcement and
the execution of predefined actions based on
transaction conditions.

Consensus Phase: In this critical phase, nodes within
the network actively engage in the consensus
mechanism, collectively reaching an agreement on \
transaction validity. An unchangeable record is
thereafter created by safely adding the confirmed
transactions to the blockchain. In summary, the
presented framework provides a secure and
transparent foundation, instilling trust and enabling
effective data management in IoT ecosystems that
leverage the capabilities of blockchain technology.

Mapping to GDPR Articles:
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Table 3: Mapping GDPR Articles with Blockchain
Adoption Challenges in IOT

Relevant
Topic GDPR Challenges/ Considerations
Articles
Data . Challenges due to immutability. Solutions
. . Article . -
Modificatio include off-chain data storage, consensus on
16, 17,
n and 18 block removal, and smart contracts for
Deletion conditional modification.
Duty of . Identifying roles in decentralised networks is
Article > -
Processors a challenging task. Various approaches have
24, 26, PR
and been proposed, such as designating nodes as
28 o
Controllers controllers, processors, or joint controllers.
Design- Blockchain inherently provides some data
Based Article privacy benefits. Research emphasises
Protection 25 minimising data collection and utilising
and Privacy privacy-enhancing techniques.
Identifying responsibility for managing
Managemen Article 7 | consent in decentralised networks is a topic of
t of Consent debate. Smart contracts are seen as a potential
solution for recording and enforcing consent.
Blockchain data processing is automated and
Principles of continuous,  raising  concemns  about
Data Article 5, | transparency and fairess. Researchers
Processing 6,12 suggest minimising data collection and
and Legality utilising Al or neural networks for data quality
assessment.
Public blockchains with globally distributed
Scope of Article 3 nodes pose challenges. Private and federated
Territorial blockchains with a defined geographic scope
are recommended for compliance purposes.

2. HealthCare Domain:

The security posture in blockchain adoption aligns with
existing security laws, taking into account considerations for
data protection, integrity, and confidentiality. Laws like
HIPAA, which safeguards the privacy and security of patients'
medical information, are crucial. Blockchain solutions must
comply with these laws to ensure legal and ethical practices.

* Possibilities include smart contracts, decentralization,
enhanced security, and increased transparency.

* Restrictions: energy consumption, resource constraints,
privacy issues, scalability, and legal and regulatory
framework.

e Scalability issues, high development costs,
standardization difficulties, cultural opposition, unclear
regulations, security and privacy worries, and reluctance to
exchange data are some of the potential roadblocks facing
blockchain-based healthcare systems [20].

* Blockchain is now being used in the healthcare industry
for secure electronic health record exchange, data analytics,

pharmaceutical supply chain, secure remote patient
monitoring, and healthcare insurance claims.
Example:

Problem: It is challenging to secure the exchange of
Electronic Health Records (EHRs) while enabling practical
search functions and maintaining access control. Drawbacks
of current systems include coarse-grained access control,
single points of failure, and placing heavy computational
demands on devices with constrained resources [26].

Suggested Resolution: A novel blockchain-assisted
searchable encryption system with fine-grained access control

Retrieval Number: 100.1/ijmh.G169610070324
DOI: 10.35940/ijmh.G1696.10070324
Journal Website: www.ijmh.org

30

International Journal of Management and Humanities (IJMH)

ISSN: 2394-0913 (Online), Volume-10 Issue-7, March 2024

to ensure safe exchange of electronic health records. This plan
utilises blockchain to manage fair access and ensure data
integrity, while leveraging cloud-edge computing to reduce
device computational demands.

Architecture and Technology:

. Edge Servers: Manage the first data processing and
apply attribute-based encryption for Electronic
Health Records.

. Cloud Server: Indexes that can be searched and
encrypted EHRs are stored.

. Blockchain: Holds transaction logs, user attributes,
and access control regulations.

. Searchable Encryption: Attribute-Based Searchable
Encryption (ABSE) is used to provide fine-grained
access control. Similar-quality users can now search
for and decode relevant EHRs.

. Smart Contracts: Automating blockchain-based
policy enforcement and access management.

Architectural Framework:

e  EHR Owner: Uploads EHRs to the cloud server after
encrypting them using ABSE by preset access
policies.

e User: Uses the edge server to request access to
particular EHR data attributes.

e Edge Server: Obtains encrypted EHRs, verifies user
attributes, and retrieves indexes from the cloud
server.

e Cloud Server: Provides blockchain-stored access
control policies-based indexes and encrypted
electronic health records.

e Blockchain: Assures equitable and safe access by
validating user characteristics and access policies.

e Decryption: Using the private key linked to their
attributes, users decrypt pertinent EHR data.

Benefits:

. Fine-grained Access Control: Guarantees that
specific EHR data can only be accessed by
authorized persons who meet the necessary
requirements.

. Data Integrity: Unauthorised updates are
prevented through blockchain, ensuring data
immutability.

. Fairness: Access control regulations are
immutably and transparently enforced by smart
contracts.

. Smaller Device Burden: Heavy computing duties
are relieved from devices with limited resources
by edge servers.

GDPR Compliance Issues for Blockchain Integration
with Healthcare:
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Table 4: Mapping GDPR Articles with Blockchain
Adoption Challenges in the Healthcare Sector

Relevant
Topic GDPR Challenges/ Considerations
Articles
Data Conflict with the immutability of the
Modifica Article 16, blockchain. Consensus techniques for block
tion and 17,18 removal, off-chain data storage, and smart
Deletion contracts for conditional modification.
It is challenging to identify roles in
Duty of decentralized networks. A few of the
Processo Article 24, techniques are designating nodes as
rs and processors or controllers, delegating
26,28 : . .
Controlle innovative  contract  processing  to
IS developers, and establishing joint controllers
for federated blockchains.
Design- Although there are certain privacy benefits
Based . . .
. . inherent in blockchain technology, research
Protectio Article 25 . .
nand re_cqmmends reducing fiata collection and
Privacy utilising privacy-enhancing methods.
Design- Although there are certain privacy benefits
Based . . .
X . inherent in blockchain technology, research
Protectio Article 25 . .
nand reggmmends reducing fiata collection and
Privacy utilising privacy-enhancing methods.
Principle Concerns are raised by blockchain-based
s of Datg Atticle 5. 6. automated dat_a processing.  Research
Processi 12 suggests reducing the amount of data
ng and collected and evaluating data quality using
Legality artificial intelligence (Al).
Scope of Global distribution is a hurdle for public
pe o . blockchains. It is advised to use federated
Territori Atticle 3 . . .
al and private blockchains with a clear
geographic scope.

3. Government Domain:

Blockchain technology is generally considered secure;
however, there are specific security concerns that require
attention when integrating it with government systems. The
existing security posture includes safeguards against potential
threats such as 51% attacks, unauthorized access, and data
tampering. Compliance with existing security laws, such as
data protection regulations, is crucial.

. Ecosystem Building: Major hurdles include capacity
building, legislative support, and raising awareness.
Governments need to establish a supportive legal
framework, develop technical capacity, and raise
awareness to promote the adoption of blockchain
technology.

. Organizational Challenges: Resistance to change among
employees, lack of technical skills, and collaboration
issues between agencies impede implementation.
Training, skills development, and inter-agency
collaboration are crucial.

. Technological Challenges: Design issues, scalability,
standardization, interoperability, and security are less
significant than ecosystem and organizational concerns.
However, throughput rate remains a crucial challenge for
government transactions.

. Existing cybersecurity frameworks and national laws do
not explicitly address blockchain-specific challenges
like immutability.

. Clear guidance on role allocation, data minimisation, and
consent management for decentralised networks is
currently unavailable.

. International cooperation and harmonization efforts are
not available for regulating cross-border data transfers
involving blockchains.
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Blockchain technology has enormous potential to improve
security, efficiency, and transparency in government
processes. Concerns about data protection and adherence to
laws such as the “General Data Protection Regulation”
(GDPR) are also raised by this integration, though. This paper

examines the challenges and potential solutions for
government blockchain projects that comply with GDPR
guidelines.

Example:

The European Blockchain Services Infrastructure (EBSI)
is a revolutionary project led by the European Union and the
European Blockchain Partnership. This ambitious initiative
builds cross-border services for individuals, corporations, and
governments by utilizing blockchain technology. By using
digital wallets, decentralised IDs, and verifiable credentials,
EBSI aims to transform the way people interact with
governments and streamline the processes of information
verification and trust establishment. This cutting-edge
infrastructure paves the way for a time when obtaining and
authenticating government services internationally will be
safe and easy [29]. The following are the main obstacles to be
overcome:

. Governance Onboarding for the EBSI Ecosystem:
Simplifying procedures for welcoming new members
into the governance structure.

. Standardized Digital Wallets and Data Schemes:
Ensuring wallets and data structures that meet EBSI
standards to provide safe and effective transcript
validation.

. Digital identification system interoperability: resolving
incompatibilities between various national or local
systems of digital identity.

Mapping GDPR  Articles to
Considerations:

Challenges and

Table 5: Mapping GDPR Articles with Blockchain
Adoption Challenges in Government

Relevant
Topic GDpRr | Challenges/
. Considerations
Articles
Data . . . .
Modification Article The right to edit or remove data clashes with
. 16,17, 18 | the inherent immutability of blockchain data.
and Deletion
Duty of Role identification is a complicated process in
Ly . decentralized blockchain networks.
Processors Article L . .
Assigning roles to nodes, joint controllers in
and 24, 26,28 . .
federated  blockchains, and  treating
Controllers
developers as processors for smart contracts.
Design-Based While blockchain offers privacy benefits,
Protection Article 25 | minimising data collection and utilising
and Privacy privacy-enhancing techniques are essential.
It is challenging to determine consent
Management management in decentralized networks. User
S Article 7 | consent can be recorded and enforced by
of Consent .
smart contracts under specified
circumstances.
Principles of Blockchain's automatic data processing raises
Data Article 5, | questions. Some of the techniques include
Processing 6,12 minimizing data collection, using Al to assess
and Legality data quality, and ensuring purpose limitation.
Globally distributed public blockchains pose
Scope of Article 3 challenges to national boundaries. It is
Territorial advised to use private, federated blockchains
with clearly defined borders.
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4. Supply Chain Management:

Incorporating blockchain into supply chain management
can significantly improve security. Blockchain is designed to
store immutable and transparent information, addressing
significant security issues. Data in the blockchain is tamper-
proof because changing a block requires updating all
subsequent data.

Additionally, the fact that everyone on the network can
access the information found creates a shared trust store. This
is especially important for reducing the bullwhip effect, as
sellers and retailers can collect information more easily and
securely, leading to greater trust and more accurate forecasts.
Compliance with existing security laws further strengthens the
security posture of blockchain integration into supply chain
management. The transparency and immutability aspects
contribute to legal and regulatory compliance, ensuring
responsible data handling practices.

Example:

Research Findings: The research in the article titled
“Improving Healthcare Supply Chains with Blockchain
Technology to Improve Healthcare Supply Chain
Performance” [27] investigates the impact of blockchain
technology (BCT) on the efficiency of healthcare chains.
Written by Amit Vishwakarma and others. Stakeholder
engagement (SI) and integration of healthcare sustainability
practices (HSSCP) are important areas of focus [27].
According to the findings, BCT has a positive impact on SI
and HSSCP, thereby improving the health of the supply chain.

Proposed Enhancement:

* The study emphasizes how BCT may improve healthcare
supply chains without offering a specific remedy by doing
the following:

» Transparency and accountability are strengthened by BCT,
which creates an unchangeable record of every transaction
in the supply chain.

* Process Automation: Smart contracts are essential for
streamlining the supply chain and reducing costs by
automating various functions, including order processing
and payment.

* Collaboration is facilitated and overall coordination is
improved through the safe information sharing that BCT
provides amongst many parties.

* BCT facilitates the adoption of more environmentally
friendly practices by making it more straightforward to
track and manage the environmental impact of the supply
chain.

Architecture and Technology Overview:

Beyond the vague reference to "blockchain technology,"
the document does not delve into specific architectural
features or technologies. However, it is likely referring to a
permissioned blockchain architecture designed explicitly for
healthcare supply chains. Authorized users contribute data to
the network in such a system, and access is restricted and
regulated by pre-established guidelines.

Architectural Framework Components:

The study refers to several crucial elements that are
essential to a healthcare supply chain facilitated by BCT, even
if it does not explicitly lay out a complete framework:

. Blockchain Platform: Provides the essential distributed

ledger technology for data management and archiving.
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. Smart Contracts: Act as automated agents that carry out
preset actions and enforce regulations in the supply
chain.

. Sensors and IoT devices: Gather relevant information
about products and procedures in the supply chain.

. Information Systems: Integrate seamlessly with the
blockchain platform, facilitating the exchange and
access of data within the healthcare supply chain
ecosystem

GDPR Articles and Considerations:

Table 6: Mapping GDPR Articles with Blockchain
Adoption Challenges in Supply Chain

Topic Rele::_?itdf SDPR Challenges/ Considerations
Data D'at}? ]gilelelt(io}rll 'fln((l1 modiﬁcatic]))r}lﬁgh;)s .clash
. . with blockchain data immutability. Privacy
%gfﬁ? Amdi 81 6,17, and data security is_sues in SCM. I_neffecti\_/e
Deletion methods for changing and removing data in
the blockchain technology used today.
Duty of Role identification is a complicated process
Processo Article 24. 26 in decentralized blockchain networks. The
rs and 28 > focus of current legislation is on centralized
Controlle data processors and controllers. Distributed
1S nodes are involved in the SCM blockchain.
Blockchain offers data integrity and
Design- co_nf_'ld;ntiality, but ) Aitjs essential to
Based minimise ﬁiata. acqulsltlf)n ;g(llvl en}ploy
. . privacy-enhancing strategies. privacy
Protec(t;o Article 25 issues in light of GDPR's requirement for
Pr;iir;cy privacy by design. Due to the inherent data
visibility of blockchain, additional privacy
measures are required.
It is difficult to manage user consent in
Manage decentralized networks. GDPR addresses
ment of Article 7 consent management; nonetheless, new
Consent strategies are needed to adapt it to
decentralized blockchain in SCM.
Blockchain's automated data processing
. raises concerns regarding legal processing
frol?]c)lzg and data minimisation. GDPR places a
Processi Article 5.6.12 | Stong emphasis on data processing
ng and > prmc1ples. spch as data reduction and
Legality purpose limitation. SCM procedures may
need to be modified to comply with
blockchain standards.
Globally distributed public blockchains
Scope of pose challenges for adhering to national
Territori Article 3 borders. In public blockchains, enforcing
al geographical limitations on data privacy
rules can be challenging.

32 & Sciences Publication (BEIESP)

D. Existing Security Solutions

e Encryption techniques are used in security solutions to
ensure secure data transfer and key management when
combining blockchain with IoT. Blockchains with
permissions limit involvement to approved parties,
resolving privacy issues and adhering to security
regulations. Blockchain-based decentralised identity
solutions enhance privacy and comply with data protection
laws.  Necessary  security  precautions include
implementing privacy-preserving algorithms, optimizing
consensus methods for IoT devices, and auditing smart
contracts for flaws.

o In the healthcare industry, data confidentiality, process
automation, integrity maintenance, and privacy-preserving
algorithms are made possible by smart contracts,
permissioned blockchains, strong
encryption, and  practical
consensus algorithms.
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Encryption, secure consensus methods, identity management,
smart contract audits, and regulatory compliance are valuable
tools for government applications, as they provide user
authentication and data protection.

Blockchain's built-in security, transparency, and smart
contracts in supply chain management simplify procedures,
eliminate intermediaries, and maintain confidence, thereby
reducing costs and dispute risk. Together, these security
measures lay the groundwork for blockchain technology to be
successfully integrated into various industries.

E. Implementing Security Solutions to Enhance

Blockchain Adoption Across Domains

A comprehensive approach to security is necessary for the
implementation of blockchain technology in several areas,
including supply chain management, healthcare, government,
and the Internet of Things. Organisations in the IoT space
must proactively adhere to compliance standards, conduct
routine audits, and inform stakeholders about security
procedures and relevant regulatory frameworks. The
widespread acceptance of healthcare encompasses trust-
building, adherence to standards, regulatory cooperation,
investment in research and development, and education.
Adoption by the government necessitates training initiatives,
coordination with cybersecurity specialists, ongoing
oversight, legislative frameworks, public education, and
smooth integration. Education, teamwork, standardization,
regulatory lobbying, and progressive adoption are crucial in
supply chain management. Ensuring security and privacy in
these domains requires incorporating thoughtful design,
ensuring reliable data validation, and assessing organizational
preparedness. Establishing legal frameworks, industry
standards, and transparent governance structures is crucial,
along with investing in secure infrastructure and enhancing
scalability to support these frameworks. This multifaceted
approach ensures a safe, legal, and trustworthy foundation for
blockchain integration across industries, unlocking
transformative potential.

Table 8 presents a comprehensive overview of security
solutions designed to enhance blockchain adoption across
diverse sectors. It outlines existing and potential solutions,
their specific focus areas, key benefits, and implementation
strategies. The table highlights the importance of encryption,
permissioned blockchains, decentralized identity, smart
contract auditing, and regulatory compliance as common
themes across domains. It also emphasizes the need for
privacy-preserving algorithms, consensus optimization, and
self-sovereign identity in specific contexts. Addressing these
challenges will be crucial for unlocking the full potential of
blockchain technology in various industries.

Table 7: Potential Security Solutions and Their
Implementation Strategy

Solution Security Tmp l.ementat
. Focus Benefits ion
ID Solutions .
Strategies
General
Data Compliance
confident End-to-end with
SS1 Encryption iality, encryption, encryption
Techniques | protectio secure key standards,
n from management regular key
unauthor rotation
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ized
access
Define and
Privacy, enforce
Permissione compljan Controlled access
SS2 d ce Wl'ﬂ’l access, contr'oll, and
Blockchains | S€Curity regtr_lctgd _utlhge
laws participation identity
management
solutions
Integrate with
User control existing
Decen. Enh(ajtnce over personal identity
tralized privacy. dat.a, management
SS3 Iden.tity imprové corppllance systems and
Solu t.ions d with de_xta deve_lop user-
security protect‘lon frler%dly.
regulations authentication
protocols
Incr(;:ase Thorough
.Smart. security, . code Teviews,
Contract preventio -\/uln‘erabl!lty vulnerability
SS4 and. regular o of 1dent1ﬁcat10n assessments,
A1.1 diting maliciou and mitigation | and the use of
s automated
activities tools
GDPR
Compliance:
Individuals
Privacy Hold th_e Keys
Concerns to Their OW“
Data. This
Enh,ance decentralized
d and t;l;nger- St]a;d.ard.
. proof ledger izat,
Personal Se]gt;gty, empowers Educatio, and
3S5 Data Cloud | Monetisa | US€™S © store Awareness,
(PDC) tion their data Regulatory
Trans;;ar securely, Advocacy,
ency and choose whp Technology
Aceount can access it, Development
ability and even
Enhanc’e monetize it by
d Trust sele.ctlvel'y
sharing with
specific
applications
and services
Security
Tools and
Training,
Stakeholder
Sybil and Collaboration,
Double- Identify, Implement
Spending analyse, and the
risks using address framework in
SS6 the Security | Improve security risks stages,
Risk Security to increase starting with
Managemen trust in identifying
t (SRM) blockchain critical risks
domain technology. and
mode vulnerabilities
, Continuous
Monitoring
and
Assessment
Confiden Imp le'ment Collaborate
tiality of | techniques with
. . like .
Priva. cy- patient homomorphic cybersecurity
SS7 Preserving. data on i experts, invest
Algorithms private encryption. in R&D for
blockcha | SV multi- advanced
ins party algorithms
computation
Published By:

Blue Eyes Intelligence Engineering
& Sciences Publication (BEIESP)
© Copyright: All rights reserved.

Exploring Innovation


https://doi.org/10.35940/ijmh.G1696.10070324
http://www.ijmh.org/

OPEN aRCCESS

International Journal of Management and Humanities (IJMH)

ISSN: 2394-0913 (Online), Volume-10 Issue-7, March 2024

Retrieval Number: 100.1/ijmh.G169610070324
DOI: 10.35940/ijmh.G1696.10070324

Journal Website: www.ijmh.org

34

Blue Eyes Intelligence Engineering
& Sciences Publication (BEIESP)

© Copyright: All rights reserved.

Exploring Innovation'

Implement Technique. and implement
. Secure Secure user PKI with uses transmiss secure key
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. authentic | authentication strong on management
Private Key . .
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Infrastructur . : -
o access encryption of algorithms, Integrate with
control data and manage existin,
8 Decentra User control . ne
keys securely . . identity
- Self- lized over device
Conduct risk Soverei identity data management
Adheren assessments, SS12 181 . > systems and
Protect . Identity manage improved
ce to I, implement . develop
. sensitive . (SSI) ment for security and .
SS9 Regulatory security information. security dovices rivac secure device
Compliance | laws and ’ measures that P y authentication
. ensure legal .
regulatio . comply with protocols
compliance
ns relevant Choose
regulations Transacti secure
Implement on consensus
Secure secure validatio | Data integrity, | mechanisms,
Grant S AR Consensus . L
. authentication identity SS11 . nand trust in the and optimize
. authorize Algorithms
Identity d access and access management network network performance
SS10 Managemen to the control, systems and agreeme for resource-
t prevent integrate with nt constrained
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in unauthorized existing devices
activity government Health. hcare.
infrastructure Secure . Adhere to
Utilize robust
Improve storage . healthcare
encryption .
d and . data privacy
. . algorithms, .
performa Encr. yption | transmiss . regulations
SS1 . . implement
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. Research and . secure key
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. . S development management .
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SS11 S of lightweight protocols .
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Integrate with transacti . .
o immutability
existing ons
Decentra User control . .
. . identity Implement
Self- lized over device management S S PK1 with
Sovereign identity data, g Public and ecure ecure user wi
SS12 - - systems and . authentic | authentication strong
Identity manage improved develo Ss8 Private Key " d d crvptoaranhic
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- - secure device access encryption of algorithms,
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authentication control data and manage
protocols keys securely
Smart Enhance Define and
D ntr. for
Data Reduce data contracts . d . Restricted enforce
minimiza . controlled Permissione | security access control
. collection and . - access for .
Purpose tion and modification: SS2 d and . mechanisms,
SS13 L . usage, e . authorized .
Limitation privacy incroase Utilizing Blockchains control articipants establish
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’ transparency
design smart network models
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IoT secure
Implement Ensure Secure access identi
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L techniques . Identity control, management
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. . . Protect .
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V. RESULTS

Numerous sectors, including supply chain management
(SCM), healthcare, government services, and the Internet of
Things (IoT), have been transformed by blockchain
technology. However, as blockchain technology advances, it
also introduces a range of challenges, particularly in terms of
security and compliance with existing regulations and laws.
This comprehensive analysis examines compliance issues, the
current security landscape, and the security measures being
implemented to ensure the safe and seamless use of
blockchain technology. Recognizing the Current Security
Attitude

In the Internet of Things (IoT) sphere, blockchain
integration necessitates a coordinated development of
security. While the decentralised nature of blockchain ensures
data integrity, it also requires organisations to comply with
specific legal frameworks and conduct audits to identify areas
of vulnerability. It is therefore essential for stakeholders to
receive proper education on aspects such as legal frameworks,
data protection, and security procedures. Continuous
monitoring and engagement with regulators are necessary, as
flexible security policies should respond to changes in
legislation, thereby maintaining a strong position in this
regard.

However, the successful incorporation of blockchain
technology can be achieved by implementing robust security
measures that protect sensitive patient information. This
includes educational programs, adherence to standards,
collaboration with regulators, and investment in research and
development. Collaboration with regulators ensures that there
is concordance between existing laws and technology based
on blockchain, while addressing upcoming challenges is
facilitated through investment in R&D. Building confidence
around such issues entails promoting transparency that meets
relevant standards and demonstrates effectiveness through
measurable outcomes. Government blockchain adoption
requires a multifaceted approach that involves education,
continuous monitoring, legal frameworks, public awareness,
and seamless integration. Training programs enhance
government personnel's understanding of blockchain security,
while collaboration with cybersecurity experts ensures the
development of tailored solutions that meet specific needs.
Public awareness builds trust, and seamless integration with
existing security infrastructure ensures robust measures
against evolving threats.

Supply chain blockchain adoption demands education,
collaboration, standardization, regulatory advocacy, and
phased implementation. Education overcomes technical
challenges, while collaborative standardisation addresses
traceability, certification, and quality requirements; regulatory
advocacy provides a supportive

environment. Phased
implementation through pilot
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projects builds technical capacity, and the "Blockchain as
infrastructure" model encourages collaboration for a more
comprehensive adoption.

A. Compliance Issues with Existing Laws

Blockchain integration encounters specific compliance
challenges, notably with the “General Data Protection
Regulation” (GDPR), in various domains.

In healthcare, governed by laws such as the “Health
Insurance Portability and Accountability Act” (HIPAA),
blockchain faces challenges related to data deletion and
modification due to its immutability. The roles and
responsibilities of controllers and processors in decentralised
networks necessitate innovative approaches.

Protection and privacy by design are inherent, but they
demand minimising data collection. Consent management and
data processing principles face challenges in the automated
nature of blockchain. Territorial scope recommends private
and federated blockchains to address GDPR requirements.

The government's adoption of blockchain raises security
concerns related to rights such as rectification, erasure, and
restriction of processing, which are complicated by the
blockchain's immutability—the roles and responsibilities of
controllers and processors in decentralised networks present
complexities. Protection and privacy by design require
minimising data collection, and consent management faces
challenges due to the automated nature of blockchain
technology. The territorial scope recommends private and
federated blockchains to align with the GDPR.

Includes solutions related to GDPR compliance in supply
chain management, data deletion and modification,
integration with roles and responsibilities of controllers,
protection by design and privacy, regulatory approval and
processes in the field of competition. Solutions include
purpose limitation, minimising data collection through the use
of smart contracts, and utilising conditional smart contracts for
controlled modification.

B. Implementing Security Solutions

Across diverse domains, implementing security solutions
for blockchain adoption involves a strategic blend of
education, collaboration, compliance, monitoring, and
regulatory  alignment. The multifaceted approach
acknowledges the distinct challenges in each sector, providing
a secure, legal, and trustworthy foundation for blockchain
integration.

C. General Security Solutions:

Standard security solutions include encryption techniques
for data confidentiality, permissioned blockchains for
controlled access, decentralised identity solutions for
enhanced privacy, and smart contract auditing for increased
security and trust. The Personal Data Cloud (PDC) addresses
privacy concerns, while Sybil and Double-Spending risks are
mitigated using Security Risk Management (SRM) domain
mode. Privacy-preserving algorithms and public and private
key infrastructure enhance confidentiality and secure
authentication.

D. IoT Security Solutions:

For blockchain integration in IoT, encryption techniques
ensure secure data transmission. Permissioned blockchains
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restrict access, and decentralized identity solutions enhance
privacy. Smart contract auditing and consensus algorithm
optimization prevent malicious activities. Privacy-preserving
algorithms safeguard patient data, and public and private key
infrastructure ensure secure authentication.

E. Healthcare Security Solutions:

In healthcare, encryption techniques secure sensitive data,
and consensus algorithms maintain data integrity. Public and
private key infrastructure ensures secure authentication.
Permissioned blockchains offer enhanced security, and
identity management controls access. Regulatory compliance
ensures adherence to laws, while privacy-preserving
algorithms maintain the confidentiality of patient data. Smart
contract auditing automates processes.

F. Government Security Solutions:

Government blockchain integration requires encryption
for secure data storage and transmission. Consensus
mechanisms prevent malicious activities, and identity
management grants authorized access. Smart contract auditing
ensures the security of automated processes. Public and
private key infrastructure enables secure authentication.
Regulatory compliance protects sensitive information, and
privacy-preserving algorithms maintain confidentiality.

G. Supply Chain Management Security Solutions:

In supply chain management, the decentralised and
transparent nature of blockchain helps establish trust. Smart
contract auditing enforces predefined rules, and purpose
limitation ensures data minimization. Encryption techniques
secure data storage and transmission, and consensus
algorithms  validate  transactions.  Privacy-preserving
algorithms maintain confidentiality, and public and private
key infrastructure ensure secure authentication.

The integration of blockchain technology across diverse
domains demands a holistic approach that encompasses
understanding the existing security posture, addressing
compliance challenges, and implementing robust security
solutions. Navigating the intricate interplay of blockchain,
security, and compliance requires continuous adaptation,
collaboration, and adherence to evolving legal landscapes. As
organisations embark on this transformative journey, the
successful integration of blockchain will not only
revolutionise their operations but also provide a secure, legal,
and trustworthy foundation for the future of technology across
various industries.

VI CONTRIBUTION

By examining the relationship between established legal
frameworks, including the General Data Protection
Regulation (GDPR), and the intrinsic qualities of blockchain
technology — such as transparency and immutability — this
research aims to bridge a significant knowledge gap.
Organizations exhibit caution in integrating blockchain due to
technological complexities, regulatory uncertainties, and the
inherent conflict between blockchain's transparency and
GDPR's focus on individual data rights. The research
addresses this gap by conducting a thorough literature
analysis, focusing on the clash
between blockchain and GDPR.
It aims to propose solutions by
mapping security challenges to
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GDPR articles, providing insights into conflicting points that
hinder blockchain adoption. The research objectives focus on
understanding the data privacy challenges associated with
blockchain adoption, evaluating existing legal frameworks,
and developing strategies to mitigate these risks.

This study aims to make a significant contribution by
examining the clash between blockchain and GDPR,
providing insights into the challenges, proposing solutions for
their harmonious coexistence, and highlighting the need for
dedicated studies on information security and privacy
challenges in blockchain adoption, along with existing
technical solutions to enhance adoption rates.

VII. CONCLUSION AND DISCUSSION

This research provides insight into the security and privacy
challenges associated with blockchain adoption, with a
specific focus on its intersection with the General Data
Protection Regulation (GDPR). For its part, it does a deep dive
into specific areas such as healthcare, government, and supply
chain management, highlighting their unique security features
and limitations. This contribution is to offer solutions to
reduce the gap between the capabilities of blockchain and the
complexities of GDPR, guiding decision-makers and
promoting shared responsibility. However, some limitations
are worth considering. First, focusing solely on the GDPR
limits general understanding and overlooks many other
international laws. Reliance on specific data may result in
biased selection, as it excludes essential data from unvetted
sources and industry data. An intersectional approach would
ignore the inherent nature of blockchain and propose a more
flexible approach. In the future, the integration of multi-
stakeholder perspectives, the use of mixed-methods research,
and the conceptualisation of expanded studies to understand
beyond published data can support a deeper understanding.
Additionally, delving deeper into specific solutions and
exploring various blockchain platforms will provide more
practical tips for overcoming the challenges of adoption. By
addressing these limitations, future research can provide a
better understanding of blockchain adoption and its
organisational role as we navigate the various regulatory
pathways.

FUTURE DIRECTIONS AND RECOMMENDATIONS

The report suggests several directions for further
investigation to broaden our understanding of blockchain
adoption and address current issues. First and foremost, the
literature search should be expanded to encompass a wider
variety of research from reputable sources such as
ScienceDirect, Springer, MDPI, Google Scholar, and Web of
Science, in addition to specialised databases like IEEE and
Scopus. This addition would improve the review's
inclusiveness and offer a more comprehensive examination of
blockchain adoption. Further investigation into topics such as
machine learning-based privacy and security solutions in BioT
and vision applications is recommended due to the
revolutionary potential of blockchain in the Internet of Things
(IoT) and other domains. Challenges related to deployment,
blockchain infrastructure, governance, regulation, and
legislation must be addressed to enable safe, reliable, and
secure deployment of BIOT.
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The study emphasises the importance of considering how
blockchain technology may impact global warming, as well as
the challenges in maintaining the security of the metaverse.
Subsequent investigations should explore these novel
scenarios to offer insights into the ecological consequences of
blockchain technology and its role in safeguarding emerging
digital environments. Furthermore, academics are invited to
create a theoretical model of blockchain adoption issues using
the Interpretive Structural Modeling (ISM) approach. This
approach can help us gain a deeper understanding of the
complex connections and dynamics surrounding blockchain
technology. Future research should utilise other frameworks
that offer greater flexibility to capture the context and changes
that influence blockchain adoption, thereby addressing the
limitations of the current method. A detailed examination of
issues unique to each nation and area will help clarify the
particular choices that various administrations must make.
Furthermore, it is crucial to address the scalability concerns in
blockchain technology to facilitate extensive personal data
storage and utilisation. Creating user-friendly tools and
interfaces is essential for enabling non-technical individuals to
utilise blockchain technologies. For decentralised data
management solutions to effectively address data ownership

and privacy concerns, existing legal and regulatory
frameworks must be revised.
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